
Data Protection is the systematic application of a set of institutional, technical and physical guarantees that preserve the right to privacy with regard to
the collection, storage, use, disclosure and disposal of data.

IOM’s data collection operations in West and Central Africa require the processing of the personal data and other sensitive data of persons of concerns
across the region. The work of the Regional Data Hub safeguards human dignity and the right to privacy at every stage of the data management cycle. To
this end, the RDH systematically ensures that all data collection activities are conducted in accordance with IOM’s Data Protection Principles, Data
Protection Manual and Data Governance Principlaes. Prior, during and after data collection, IOM teams conduct data protection assessments and verify
the DTM Data Protection Checklist, so as to ensure the lawful and fait collection of data and to protect the right to privacy, human dignity, non-
discrimination and the well-being of data subjects.

The sharing of data with third parties is also subject to strict conditions. Personal or sensitive data may only be shared with the consent of the data
subject, for a specified purpose, and after a data sharing agreement or Memorandum of Understanding has been signed. The Regional Data Hub liaises
regularly with the Displacement Tracking Matrix Global Support Team and Legal Division whenever data protection and data sharing issues arise.
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R E G I O N A L  F O O T P R I N T

The IOM Data 
Protection 

Manual and DTM 
Data Protection 
Principles are 

available online

Data protection continues to be a

growing field in the context of

international organizations. It is also a

necessary consideration at national and

regional level given the increased use of

advanced technology in migration

management, data theft, data loss, and

unnecessary or inappropriate use and

disclosure of sensitive data. While there

exists vast literature on data protection,

there is limited guidance on protecting

personal data in the context of

migration.

The Regional Data Hub works with all

IOM country offices implementing data

collection activities in West and Central

Africa to ensure data protection

standards are met. The sharing of data

collected by IOM is, in most cases,

possible for research or programmatic

purpose, and requires signed legal

agreement between parties (as well as

persons of concerns consents).

IOM Regional Office for West and Central Africa – Regional Data Hub | Contact: rodakar-dataresearch@iom.int More Regional Data Hub Infosheets here

DATA PROTECTION ASSESSMENTS

Risk-benefit 
assessment 

Process of evaluating the risks and 
benefits associated with data 
processing.

Sensitivity 
Assessment

Process of evaluating data 
sensitivity to identify and apply 
necessary safeguards, access 
controls and security measures 
throughout the life-cycle of data 
processing.

LAWFUL & FAIR COLLECTION

FACTSHEET | Data Protection

Personal data is 
obtained by 

lawful and fair
means with the 
consent of the 
data subject.

Lawful: in 
accordance 

with IOM DP 
Principles.

Consent : 
Consent must 
be obtained at 

the time of 
collection

Fair: Only the 
data that is 

necessary to 
fulfil the 
purpose.

https://publications.iom.int/books/iom-data-protection-manual
mailto:rodakar-dataresearch@iom.intM

